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AMAZING ACHIEVEMENTS IN Al

Write Captions Learn Motor Skills Learn to Walk



Al COMPUTING ECOSYSTEM
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SMART AND SAFE CITIES NEEDS Al

1 billion cameras worldwide (2020)
Public Safety
Traffic Management
Public Transit
Retail Analytics
Law Enforcement

Forensics

10’s of exabytes of data per day

30 billion frames per second



Al ACHIEVES SUPERHUMAN PERFORMANCE
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Al COMPUTING ADOPTION

World’s first search by
example for comm.
sec.

Super-human image 6x Improvement for 5x speed up for ALPR 2x stream recording
classification pedestrian detection in rain density

SenseTiifc

30x faster than
realtime
video synopsis

10x speed up in vehicle
attribute classification

11x boost in investigation 30x speedup in people World leading object
productivity and attribute detection detection



EXAMPLES — Al FOR SMART CITIES
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EXAMPLE — Al FOR SAFE CITIES
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HIKVISION
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DeepFool: a simple and accurate method to fool deep neural networks

Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi, Pascal Frossard

Ecole Polytechnique Fédérale de Lausanne

{seyed.moosavi, alhusselin. fawzl, pascal frossard) at epfl.ch

Algorithm 1 DeepFool for binary classifiers

u:

1: input: Image @, classifier f.

2: putput: Perturbation 7.

i Imitialive @ «— @, © +— 0.

4. while sign{ f(i;)) = sign(f(x,)) do
5: :
f
7
B
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Tip1 &+ & + T
t+—i+1.

. end while

returnr = 3 7,
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PERTURB INFORMATION

(d) VGG-19 (f) ResNet-152
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Al TECHNOLOGY FOR FAKE NEWS
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~.:): C||Ckate|| PRODUCTS & PRICING RESOURCES & HELP

Facebook is using Al to remaeve fake news
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Global spending on cybersecurity
products and services for
defending against cybercrime

is projected to exceed $1

Trillion cumulatively over the next
five years, from 2017 to 2021 ™
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Unknown malware is
downloaded in enterprises
every 34 seconds ™

The worth of the Advanced
Persistent Threat Protection
Market by 2020 &

global annual cybercrime

costs will grow from £3

tr?llion in 2015 to $6 o more than 1 million victims

trillion annually by 2021 ° around the world every day
from online cybercrime 1

A new zeroc-day vulnerability was
discovered every week in 20152

The projected global
cost of cyber-attacks in
2019 "

Increase in ransormware in
Healthcare in 2016, reaching up
to 4,000 attacks in a single day @

new threats created on a daily
basis in 2015 @&




SIGNATURE

The antivirus engine compares the contents
of a file (op-codes or strings) to its database
of known malware signatures. If the malware
has not been seen before, a handcraft
signature is generated and then released
as an update to dients. This process is time-
consuming, resulting in signatures released
months after initial detection.

BEHAVIORAL

Detection based on behavioral fingerprint
of the malware at run-time instead of
characteristics hardcoded in the malware
code itself. Similar to heuristic-based
detection and used in Intrusion Detection
Systems, this method is able to detect
malware only once the malicious actions
commence.
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MACHINE LEARNING

Algorithms are used to classify the behavior
of a file as malicious or benign according to
a series of file features that are manually
extracted from the file itself. Each specific
structure of the file has to be broken into the
smallest part in order to be learned.

DEEP INSTINCT™ IS THE FIRST
COMPANY THAT APPLIES DEEP
LEARNING TO CYBERSECURITY
Deep Instinct™ has developed a highly
efficient deep learning core library running
on GPUs and uses it to learn the behavior of
billions of malware wvectors.
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HEURISTICS

This is a general term for the different
technigues used to detect malware based
on their behavior characteristics typically
used in known malware code (e.g., op-code
with random parts). Generally used together
with signature-based detection.

SANDBOX

A development of the behavioral-based
detection method that executes the
programs in a virtual environment instead of
detecting the behavioral fingerprint at run-
time. Although this technigue has shown to
be quite effective, it is rarely used in end-
user antivirus solutions given its heavy and
slow process.

DEEP LEARNING

Deep learning is a nowvel adaptation of neural
networks, inspired by the brain's ability
to learn. Powerful algorithms are capable
of learning from any type of data without
receiving any outside assistance, in the
same way a brain operates. The application
of deep learning in cybersecurity results
in substantial improvement in malware
detection rates, particularly regarding
previously unknown zero-day threats.



Al POWERED HACKING MACHINE
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