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AUTHORS’ NOTE

This working paper builds on Digital Trust and Why it Matters (CTIC Working Paper

05/2023), which outlined the conceptual landscape and the competing definitions that
shape current discussions on digital trust. It updates the literature on material
developments since 2023 and focuses on the empirical validation of the conceptual

model introduced earlier.

While the previous paper clarified what digital trust encompasses and why it matters
for policy and governance, this study examines whether the proposed framework holds
when translated into measurable constructs. Using structural equation modelling, we
assess the influence of both mechanical and relational dimensions of digital trust on

trust formation.

Together, the two papers establish a conceptual framework for digital trust and assess
its empirical robustness through data and modelling. The emphasis on empirical
validation reflects a deliberate effort to develop a measurement approach that is

analytically robust and suitable for application at scale.

We would like to thank Mr Henry Ho for executing the structural equation modelling

under the guidance of the research team.
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MEASURING DIGITAL TRUST:
AN EMPIRICAL FRAMEWORK FOR INSTITUTIONAL TRUST

EXECUTIVE SUMMARY

As digital systems become deeply embedded in institutional operations, the public’s
trust in institutions’ ability to govern and manage these systems has become
increasingly consequential. This working paper empirically validates a conceptual
model of digital trust to examine which dimensions of digital systems and user

capability are most strongly associated with institutional trust.

In Singapore, sustained exposure to cybercrime, data breaches and online harms has
heightened public attention to how digital systems are designed and governed. While
policymakers and practitioners frequently emphasise the importance of strengthening
digital trust, existing approaches are often conceptual or focused on isolated
dimensions of trust (e.g., trust in technology companies). A coherent and empirically
grounded measurement framework is therefore necessary to assess how different

dimensions of digital systems and user attributes relate to institutional trust over time.

Against this backdrop, this working paper empirically validates a conceptual model for
measuring digital trust that was first introduced in earlier conceptual work. Existing
definitions of digital trust often exhibit conceptual ambiguity and overlap. The definition
by the World Economic Forum (WEF) is comparatively coherent and inclusive. WEF
defines digital trust as “individuals’ expectation that digital technologies and
services — and the organisations providing them — will protect all

stakeholders’ interests and uphold societal expectations and values” (WEF,
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2022). The conceptual model (see Figure 1) draws on the WEF digital trust framework
and established academic research, and incorporates individual-level traits relevant to

trust formation.

The analysis draws on survey data from a nationally representative sample of 1,008
respondents in Singapore. The results show that five mechanical dimensions under
organisational control — cybersecurity, fairness, transparency, reliability and
redressability (CFTRR), together with digital literacy, are significant predictors of
institutional trust. Among these, fairness and redressability emerge as particularly
salient dimensions through which individuals evaluate digital systems and the
institutions that govern them. Overall, the model demonstrates good fit and explains a

substantial proportion of variation in institutional trust.

Figure 1: Conceptual Framework for Measuring Digital Trust

Aspects of digital trust Improvements in these measures
organisations have control over suggest increased digital trust

Digital trust dimensions Measures that indicate progress towards
(WEF, 2022; Chew et al., 2023) DlG ITAL TRUST digital trust goals (WEF, 2023)
Cybersecurity Safety
User and interpersonal traits that
affect digital trust formation
Privacy Transparency
Digital literacy
Experiences in using technology Tru st In
Reliability Fairness . N
Institutions

Strength of network ties
Redressability

Shared community values

Demographic traits such as age,
education, economic status
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This study provides has several implications for policymakers:

1. Considering Digital Trust as a Smart Nation Indicator
The validated conceptual model provides a basis for incorporating digital trust
into national measurement systems to track public confidence in digital systems

and inform responsible innovation.

2. Recognising Digital Literacy as a Strategic Capability
The positive association between digital literacy and institutional trust suggests
value in tiered digital literacy approaches — spanning foundational digital
safety, intermediate information evaluation, and more advanced algorithmic

and data rights literacy — to support informed trust across proficiency levels.

3. Strengthening Transparency and Accountability in Institutional Design
The significant association between CFTRR and institutional trust underscores
the importance of transparent, accountable and user-centred institutional
practices. Clear privacy policies, greater disclosure of cybersecurity practices
and accessible redress mechanisms may contribute to public confidence in

digital systems.

Together, these implications highlight system-level and user-level considerations

relevant to sustaining institutional trust in an increasingly digital society.
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MEASURING DIGITAL TRUST:
AN EMPIRICAL FRAMEWORK FOR INSTITUTIONAL TRUST

1. INTRODUCTION

As digital services become embedded across everyday activities, trust in digital
systems and the institutions that govern them is increasingly central to economic,
social and institutional functioning (WEF, 2024). However, digital trust has been
declining, driven by the growing prevalence of online harms such as cybersecurity
breaches, system failures and ethical misconduct (Dobrygowski, 2022). In Singapore,
the persistent surge in scams and cyberattacks has contributed to a steady erosion of
digital trust. Despite enforcement efforts, scam activity has continued, with reported
cases reaching 51,501 in 2024 — an increase of 10.6 per cent from 2023 (Singapore
Police Force, 2025). As breaches and scams become more frequent, users
increasingly question whether the digital environment is capable of safeguarding their

interests.

This decline in trust is reflected in the 2025 Thales Digital Trust Index Report, which
reported a broad decline in trust in digital services across most sectors compared to
the previous year (Thales, 2025). Similarly, the 2024 Consumer Survey by Ping
Identity! found that 86 per cent of respondents in Singapore did not fully trust
organisations that managed their identity data (Ping Identity, 2024). Together, these
findings point to declining confidence among Singaporean users in terms of reliability,

security and accountability of digital technologies. While these surveys do not measure

" Ping Identity is an American software company that specialises in identity management solutions (Ping Identity,
n.d.).
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digital trust directly, they signal a broader erosion of confidence that warrants closer

empirical examination.

Declining digital trust has tangible consequences for user behaviour and institutional
legitimacy. It can deter users from engaging fully in online transactions, limiting their
ability to benefit from the convenience and efficiency of digital services (Chew, 2023).
More broadly, weakened trust may constrain innovation by discouraging adoption and
investment, with potential implications for technological competitiveness and
economic growth (SGS, 2025). Ensuring that digital trust remains robust alongside
technological advancement is therefore essential for sustaining public confidence and

supporting a resilient digital economy.

This working paper contributes to this effort by validating a conceptual framework for

measuring digital trust and its relationship to institutional trust.

1.1. Establishing a Common Definition of Digital Trust

Addressing digital trust requires a clear and commonly accepted definition of the term.
However, there is no consensus on what constitutes digital trust. At the Singapore
International Cyber Week 2024 Opening Ceremony, then Senior Minister and
Coordinating Minister for National Security Mr Teo Chee Hean described trust in

technology as resting on several core requirements:

“... | think these are questions which you ask yourselves too whenever you

receive a call or a message on your mobile device. You want confidence that:
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a. Your data is secure [emphasis added], and will not be lost or
corrupted;
b. What you see and hear online is reliable [emphasis added], not fake
or surreptitiously altered;
c. When you transact online, you are not going to be cheated or
scammed; and
d. The digital services you use are resilient [emphasis added], and will

not break down when you need them.”

— Prime Minister’s Office Singapore, 2024a, para. 7

This framing emphasises security, reliability and system resilience as central
components of trust in digital technologies. A related but distinct emphasis appears in
the definition offered by Prime Minister and Minister for Finance Mr Lawrence Wong

at the launch of Smart Nation 2.0 in 2024, where he stated:

“To achieve Growth and Community, Singaporeans must be able to go online
with confidence — confident that digital systems and services are secure and
reliable [emphasis added]; that their safety and well-being [emphasis added]
will not be compromised; and that there is effective help and recourse

[emphasis added] if they encounter harms.”

— Prime Minister’s Office Singapore, 2024b, para. 45

Here, trust extends beyond system performance to include user safety and the
availability of recourse when harm occurs.
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The private sector offers another perspective, often framing digital trust around
cybersecurity, data privacy and user experience. The Thales Digital Trust Index Report
(2025) reflects this emphasis, noting that “more than four in five consumers expect
some level of data-privacy rights [emphasis added].” The report also emphasised that
‘consumers’ confidence in a brand would significantly increase if they adopted
emerging or advanced technologies that improves security and data protection
[emphasis added].” Additionally, it highlights the necessity for organisations to “offer a
good customer experience [emphasis added].” This framing place particular weight on
an institution’s data protection, security practices and users’ experience with its service

as drivers of trust.

In Digital Trust and Why It Matters, we identified several recurring terms across

definitions of digital trust, most notably confidence, beliefs and faith (Chew et al.,
2023). Table 1 summarises selected definitions from the literature, illustrating the

prominence of these recurring terms.

Table 1: Examples of Definitions of Digital Trust from the Literature

Definition Source

An evolution of traditional trust models Gaehtgens and Allan (2017) as cited in
to cover the additional requirements of | Kozuch (2021)

digital business — deriving levels of
measurable confidence to make risk-
based decisions

The belief that a brand is reliable, Lynch et al. (2016)
capable, safe, transparent and truthful
in its digital practices
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The level of confidence in people, PwC (2018)
processes and technology to build a
secure digital world

Consumer faith in cybersecurity, data McKinsey & Company (2022)
privacy, and responsible Al

The diversity of definitions reflect both conceptual ambiguity and overlaps,
complicating efforts to operationalise digital trust for measurement and policy use. The
one commonality which they share is the emphasis on the source that delivers the

service.

To address this definitional ambiguity, the WEF released a 2022 report titled Earning
Digital Trust: Decision Making for Trustworthy Technologies (WEF, 2022). This report
attempts to bring conceptual coherence to digital trust and introduces a structured
framework informed by government officials, consumer representatives and leaders
from major technology and consumer-oriented firms. It defines digital trust as
“individuals’ expectation that digital technologies and services — and the
organisations providing them — will protect all stakeholders’ interests and
uphold societal expectations and values” (WEF, 2022). The framework identifies
three core pillars underpinning digital trust: security and reliability; accountability and
oversight; and inclusive, ethical and responsible use. It further outlines eight
dimensions through which the trustworthiness of digital technologies can be
operationalised and assessed: cybersecurity, safety, privacy, auditability,

transparency, interoperability, redressability and fairness (WEF, 2022).
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This definition highlights that trust is fundamentally a human disposition, and
technologies can only be designed, deployed and governed by institutions or
organisations in ways that inspire user confidence. Importantly, this framework also
distinguishes between normative expectations and dimensions that can be

operationalised and assessed.

1.2. Measuring Digital Trust

A central challenge in measuring digital trust lies in identifying constructs that are
meaningful and comparable across contexts. The Integrative Model of Organisational
Trust, known as the ABI model, developed by Mayer et al. (1995) remains one of the
most influential frameworks in trust research (see Figure 2). It conceptualises trust as
emerging from perceived trustworthiness, shaped by assessments of ability,
benevolence and integrity, alongside an individual's general propensity to trust others
(Fricker et al., 2014). Its parsimony and broad applicability have led to extensive
validation and application across organisational and relational contexts (Colquitt et al.,

2007; Dirks & de Jong, 2022).

IPS Working Papers No. 72 (February 2026):
Measuring Digital Trust: An Empirical Framework for Institutional Trust
by Chew, H.E., Soon, C., Kam, T.T., Kaur, H., and Chin, S.L.



13

Figure 2: Integrative Model of Organisational Trust

Factors of
Perceived
Trustworthiness

Perceived Risk

Ability

Risk Taking i
Trust l’ el o —P‘ Outcomes

Benevolence Relationship

Integrity

Trustor's
Propensity

Source: Mayer, R. C., Davis, J. H., & Schoorman, F. D. (1995). An Integrative Model
of Organizational Trust. The Academy of Management Review, 20(3), 709-734.
https://doi.org/10.2307/258792

However, the ABI framework was developed primarily to explain interpersonal trust
within organisational settings rather than institutional trust in digital systems at national
scale. In particular, the construct of “benevolence” — defined as the extent to which a
trustee is perceived act in the trustor’s interest beyond self-interest (Mayer et al., 1995)
— presents significant challenges for standardised national measurement. As a
perception-based and inherently normative construct, benevolence is shaped by
individual interpretations, prior experiences and contextual framing (Saveljeva &
Volkova, 2025). Establishing stable and consensus-based benchmarks for

benevolence across diverse populations is therefore difficult.
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Operationalising “benevolence” in a national digital trust index also introduces risks of
politicised interpretation. Fluctuations in benevolence indicators may be interpreted as
evidence of institutional bad faith, even when driven by methodological adjustments
or isolated events. This susceptibility to contextual framing constrains its reliability as

a stable indicator in public policy settings.

For these reasons, this paper builds on an alternative conceptual model of digital trust
introduced in earlier work (Chew, 2023), integrating insights from the WEF digital trust
framework and existing academic research. The model incorporates system-level
dimensions and selected individual traits, including digital literacy, that are empirically
examined in this study (Dutton & Shephard, 2006; Jones-Jang et al., 2021; Walther &

Bunz, 2005).

2. CONCEPTUAL FRAMEWORK

Trust in institutions is a cornerstone of social stability and effective governance. In an
era of rapid technological, economic and political change, understanding the factors
that shape institutional trust has become increasingly important. Drawing on Digital

Trust and Why it Matters (Chew et al., 2023), Figure 3 illustrates the conceptual

framework that this study validates.
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Figure 3: Conceptual Framework for Measuring Digital Trust

Aspects of digital trust Improvements in these measures
organisations have control over suggest increased digital trust

Digital trust dimensions Measures that indicate progress towards
(WEF, 2022; Chew et al., 2023) DIG ITAL TRU ST digital trust goals (WEF, 2023)
. Perception Behavioural
Cybersecurity Safety measures measures

User and interpersonal traits that
affect digital trust formation CRGSEICion Adoption

Privacy Transparency
Digital literac
& ¥ Feedback Engagement

Usability Interoperability

Experiences in using technology Confidence Retention
Reliability Fairness

Strength of network ties Loyalty Promotion

Content quality Redressability

Enthusiasm

Shared community values

Comprehension of

Demographic traits such as age, Aot fous

education, economic status

Source: Chew, H. (2023). To stop the erosion of digital trust, measure it. Tech for
Good Institute. https://techforgoodinstitute.org/blog/perspectives/to-stop-the-erosion-
of-digital-trust-measure-it/

Dobrygowski and Hoffman (2019) distinguish digital trust into two core types:
mechanical and relational trust. Mechanical digital trust refers to the “means and
mechanisms that deliver predefined outputs reliably and predictably” (Dobrygowski &
Hoffman, 2019, para. 5). In this study, the independent variables correspond to the
dimensions of mechanical digital trust — aspects of digital trust that organisations

have control over.

In contrast, relational trust concerns user-level and interpersonal traits that shape
digital trust formation. Dobrygowski and Hoffman (2019) described relational digital
trust as the societal norms and expectations that constitute a “shared agreement on
when, where, why and how technologies are used” (para. 6). These traits are

incorporated as moderating variables in this study. Their inclusion reflects the
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understanding that digital trust is shaped by individuals’ perceptions, experiences and

social context.

The dependent variable consists of indicators used to measure progress towards
digital trust goals. These goals are defined as “the extent to which an organisation’s
relationship with an actor (whether an individual or an organisation) is strong and
resilient” (WEF, 2023, p. 4). WEF recommends incorporating both perceptual
measures — such as satisfaction, feedback, confidence, loyalty, enthusiasm and
comprehension of data flow — and behavioural measures, such as adoption,
engagement, retention and promotion (WEF, 2023). Together, these indicators
capture the level of trust individuals or organisations place in an entity, with

improvements reflecting stronger institutional digital trust (Chew, 2023).

A fuller conceptual discussion of the dimensions is provided in Digital Trust and Why

it Matters.

2.1. Mechanical Dimensions of Digital Trust

This section examines the mechanical dimensions of digital trust. To ensure a
parsimonious and interpretable measurement model, the dimensions of usability,
interoperability and content quality were excluded from the current phase of analysis
following exploratory factor analysis. Future research can revisit these dimensions to
examine their relationship to institutional trust once measurement properties are better
specified. In the current study, greater emphasis is placed on the emerging dimensions
of fairness and redressability, reflecting their growing significance in the digital
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ecosystem and their centrality to the empirical validation undertaken here (see
Subsections 2.1.1 and 2.1.2). The remaining mechanical dimensions are presented
according to their established definitions. Table 2 outlines each dimension, its

definition and the operationalised statements used in this study.
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Table 2: Mechanical Dimensions of Digital Trust
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Mechanical Definition Operationalisation Response Options
Dimension
Cybersecurity | Cybersecurity focuses on the « Digital technologies have strong security 1 - Strongly disagree
(Spearman- security of digital systems, including measures to protect my personal data 2 - Disagree
Brown data, technologies and processes; (Acharya & Mekker, 2022) 3 - Agree
coefficient = and is crucial for maintaining the ’ ' 4 - Strongly agree
0.69) confidentiality, integrity and » Digital technologies have sufficient security | 5 - | can’t decide

availability of data and systems measures to ensure that data cannot be

(National Institute of Standards and modified by a third party (Acharya &

Technology, 2020). Mekker, 2022).
Safety Effort.s to prever?t harm (e.g., | « There will always be new solutions to 1- Strongly disagree

emotional, physical, psychological) address any harmful consequences of 2- Disagree

to people or society from technology C . 3 - Agree

) developments in digital technologies

uses and data processing (WEF, (European Commission, 2021).# 4 - Strongly agree

2021). 5 - | can’t decide
Privacy The expectation of control over or « Digital technologies collect too much 1 - Strongly disagree
(Cronbach’s confidentiality of their personal or information about me (Parasuraman 2 - Disagree
alpha = 0.70) | personally identifiable information 2000) # ’ 3 - Agree

(WEF, 2022). 4 - Strongly agree

¢ New digital technologies make it too easy 5 - | can’t decide
for governments to spy on people
(Parasuraman, 2000).
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New digital technologies make it too easy
for companies to spy on people
(Parasuraman, 2000).

Transparency | Availability of information about an - . . 1 - Strongly disagree
, Digital technology providers disclose )
(Cronbach’s actor that allows other actors to L : - 2 - Disagree
alpha = 0.76) itor th i sufficient information to the public on how 3. A
P ' ronitor the wor |ng§ or their products and services work (Park & - Agree
performance of the first actor . 4 - Strongly agree
N Blenkinsopp, 2011). , :
(Meijer, 2013, p. 430). 5 - | can’t decide
Digital technology providers disclose
sufficient information to the public on how
their data would be used (Park &
Blenkinsopp, 2011).
Digital technology providers are honest to
the public about how their products and
services work.
Reliability , The accessibility to a technology | | feel confident that digital technologies wil 1- St_rongly disagree
(Cronbach’s when needed as assessed by digital : : 2 - Disagree
, follow through with what | instructed them to
alpha=0.67) | users (Lippert, 2001). 3 - Agree

do (Parasuraman, 2000).

Digital services are available and work
without disruption when | need them
(Parasuraman, 2000).#

4 - Strongly agree
5 - | can’t decide
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| can rely on digital tools to perform as
expected when | use them (Parasuraman,
2000).

Fairness

Fairness requires organisations to
strive for just and equitable
outcomes for all stakeholders,
considering the relevant
circumstances and expectations
(WEF, 2021).

Help will be available for those who are
negatively impacted by digital technologies
(Edelman Trust Institute, 2024a).

1 - Strongly disagree
2 - Disagree

3 - Agree

4 - Strongly agree

5 - | can’t decide

Redressability
(Cronbach’s
alpha = 0.70)

Represents the possibility of
obtaining recourse where
individuals, groups or entities have
been negatively affected by
technological processes, systems or
data uses (Shell & Buell, 2019).

It is easy to reach out to digital technology
providers if | have any issues while using
their products and services.

Digital technology providers will fix any
issues | have when using their products and
services.

Digital technology providers make
improvements based on user feedback.

1 - Strongly disagree
2 - Disagree

3 - Agree

4 - Strongly agree

5 - | can’t decide

# indicates items that were reverse-coded.
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For dimensions assessed using the Spearman-Brown coefficient, all values exceeded
the commonly cited minimum reliability threshold of 0.60 (George & Mallery, 2016;
Royal, 2017). Similarly, dimensions evaluated using Cronbach’s alpha either met or
closely approached the conventional threshold of a = 0.70 (van Griethuijsen et al.,
2015). These findings indicate that the instruments demonstrate acceptable reliability

for the constructs examined.

2.1.1. Fairness

Fairness refers to the extent to which organisations strive for just and equitable
outcomes for all stakeholders, taking relevant circumstances and expectations into
account (WEF, 2021). As digital systems increasingly inform decisions across multiple
domains, ensuring equitable operation has become increasingly important. Users’
perceptions of fairness in digital systems strongly influence their acceptance and trust
in automated decisions. Research indicates that trust increases when algorithms are
perceived as fair and explainable (Kuang et al., 2025). Users also respond to
incremental improvements in fairness, which can lead to meaningful gains in trust
(Zhou et al., 2021). Taken together, these findings suggest that perceived fairness is

a key determinant of digital trust.

However, achieving fairness in digital systems presents well-documented challenges.
Digital systems can replicate and amplify existing societal biases and inequalities.
Biased or incomplete data can produce skewed outputs, while algorithms developed

without consideration of biases may reinforce or exacerbate injustices (Hasan et al.,
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2023). Opaque systems can further constrain users’ ability to scrutinise or challenge

decisions perceived as unfair (Hasan et al., 2023).

Transparency plays an important role in mitigating these risks. Clear explanations and
visible decision-making mechanisms, as observed in ridesharing and food delivery
platforms, enable users to better assess fairness and foster stronger digital trust
(Chong et al., 2024). Advancing fairness therefore requires a structured and
transparent approach. Organisations can demonstrate fairness by being transparent
about data collection, use and retention policies, and consider multiple user personas
to account for differing fairness expectations across groups. In these processes,
standardisation helps ensure decision-making remains consistent and aligned with
ethical and responsible use norms (Microsoft, 2022). As such, organisations should
document and justify their fairness-related decisions, particularly when defining and

implementing fairness within technology and data processing.

2.1.2. Redressability

Redressability refers to the availability of recourse when individuals, groups or entities
are negatively affected by technological processes, systems or data uses (Shell &
Buell, 2019). Even with state-of-the-art technology and robust deployment plans,
unintentional technical errors and unforeseen circumstances are inevitable. Security
breaches or significant system downtime can undermine the trustworthiness of a
technology or organisation. The impact is further amplified when there is a failure to
provide adequate compensation or a reluctance to rectify the losses suffered by

partners, customers, or other affected individuals (WEF, 2022). Transparent and
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accessible redress mechanisms allow users to report harms while enabling technology

providers to respond effectively, thereby mitigating further erosion of trust.

The importance of redressability in maintaining trust is well established in the literature.
Pi and Proctor (2025) argue that effective redress mechanisms are essential for
addressing Al-related harms. Internal complaint systems, which are often the first point
of contact for consumers, play an important role in building trust. When designed well,
these mechanisms provide clear avenues for compensation, correction or human
review of algorithmic decisions. In doing so, they protect individual rights, foster a
culture of responsibility and generate insights into how Al systems may cause harm,
all of which contribute to stronger digital trust (Pi & Proctor, 2025). Similarly, research
on complaints management shows that fair compensation, transparent procedures
and empathetic treatment are central to restoring trust and encouraging positive user

engagement (Rosli, 2025).

This shift towards institutionalising redressability is reflected in Singapore’s Online
Safety (Relief and Accountability) Act (OSRA), passed in November 2025 (Lee, 2025).
The OSRA establishes the Online Safety Commission (OSC), which administers a
statutory reporting mechanism allowing victims to seek timely remedies for online
harms. It also introduces statutory torts, providing a clear legal basis for victims to hold
perpetrators accountable and enhancing oversight of platforms and actors responsible
for such harms. Covering 13 categories of online harms — including harassment,
doxxing, online stalking, and intimate image abuse — the Act embeds accessible and

enforceable pathways for redress. By signalling a commitment to user protection and
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meaningful remedy, the Act contributes to a digital environment that is fair, responsive

and trustworthy, thereby strengthening overall digital trust.

Given that the remaining mechanical dimensions have been extensively discussed in
earlier work and are included in Table 2 for completeness, the analysis now turns to

the relational dimensions of digital trust.

2.2. Relational Dimensions

This section examines the relational dimensions that moderate digital trust formation.
Table 3 summarises the theoretical relationships between each relational dimension
and digital trust, as supported by existing research, and outlines how these dimensions

are operationalised in the current study.

To ensure measurement reliability, the operationalised statements used to assess
each relational dimension draw on instruments validated in prior studies. For
measures evaluated using the Spearman-Brown coefficient, all reported values meet
the commonly cited minimum reliability threshold of 0.60 (George & Mallery, 2016;
Royal, 2017). Measures assessed using Cronbach’s alpha exceed the conventional
threshold of a = 0.70 (van Griethuijsen et al., 2015), indicating acceptable internal

consistency.
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Relational
Dimension

Key Findings

Operationalisation

Response Options

Digital Literacy
(Spearman-Brown
coefficient = 0.60)

Digital literacy enables users to
better identify misinformation and
avoid negative online
experiences that may otherwise
diminish relational trust (Jones-
Jang et al., 2021).

Overall, | am comfortable with using
digital technology (Ministry of Digital
Development and Information, n.d.).

| can usually figure out new digital
products and services without help
from others (Parasuraman, 2000).

5-point agreement scale

Experiences in
Using Technology
(Cronbach’s alpha =
0.85)

More experience using the
internet is generally associated
with greater confidence in
technology and higher levels of
trust, as increased familiarity
leads to ease of use, comfort and
reduced perceived risk (Dutton &
Shepherd, 2006).

During the last 12 months, how often,
if at all, did you experience online
harassment or online hate speech, or
heard of someone experiencing it?
(International Social Survey
Programme, 2023).

During the last 12 months, how often,
if at all, did you receive a security
alert, like a login attempt from an
unfamiliar device, but found that your
account was not compromised?
(International Social Survey
Programme, 2023)

1 - Almost all the time

2 - Several times a day

3 - Once a day

4 - Several times a week
5 - Several times a month
6 - Less often

7 - Never
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e During the last 12 months, how often,
if at all, did you turn to online
resources (forums, guides or videos)
and quickly found solutions to a
technical or personal problem that
saved you time and effort?

Strength of Ties in | Strong ties support “thick” 5-point agreement scale
Digital Network interpersonal trust through
Relationship frequent interaction and
familiarity (Ferlander, 2007;
Putnam, 2000). High levels of
trust cultivated within close-knit,
localised networks can
generalise outward to broader
social networks, allowing trust to
extend even to strangers (Burt,
1992; Freitag & Traunmliller,
2009; Glanville & Paxton, 2007,
Khodyakov, 2007; Putnam et al.,

¢ | have a person to contact if | have
problems with digital technologies.

1993).
Shared Community | Wu et al. (2010).fognd. that « My friends and family are generally 5-point agreement scale
Values shared values within virtual

positive about using digital
technologies in their lives (Niehaves
et al., 2012).

communities increased
members’ trust in one another,
with trust deepening as common
values and goals developed.
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Demographic
Factors

Age

Studies found clear generational
differences in digital trust and
readiness to adopt digital
technologies, with adolescents
demonstrating higher scores than
the older age groups (Dmitrii,
2025; Noah & Sethumadhavan,
2019).

Income

Income has been shown to
influence traditional relational
trust. Individuals with higher
income levels report higher levels
of trust (Alesina & La Ferrara,
2002; Putnam, 2000).

Education

Education is also positively
correlated with trust as education
as education allows people to
make informed decisions (Keefer
& Knack, 2005).

Age

Household Monthly Income

Highest Education Level

Based on year of birth

Income bands ranging
from below S$1000 to
S$20,000 and above

Categories ranging from
below primary to degree
and above
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2.3. Trust in Institutions

The dependent variable, trust in institutions, reflects individuals’ confidence in both
public and private institutions. This form of trust has important implications for social
cohesion and institutional legitimacy. Institutional trust shapes political attitudes and
behaviours and influences cooperation among individuals and groups (Justino &
Samarin, 2025). It also affects the capacity of societies to mobilise around shared
norms and collective goals (Justino & Samarin, 2025). Given its central role in
sustaining the social contract, institutional trust is a critical outcome variable in this

study. Table 4 presents the definition of this variable and its operationalisation.
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(Cronbach’s alpha
= 0.86)

managing the introduction of new
digital technologies and innovations —
ensuring they are safe, understood by
the public, beneficial to society and
accessible to the people who need
them (Edelman Trust Institute, 2024b).

general (Edelman Trust
Institute, 2024Db).

¢ Businesses in non-technology
industries (Edelman Trust
Institute, 2024Db).

¢ Non-governmental
organisations (Edelman Trust
Institute, 2024Db).

e Government in general
(Edelman Trust Institute,
2024Db).

Outcome Definition Operationalisation Response Options

Trust in The trust users have in institutions to - . : 1 - Do not trust them at all
P o , ¢ Digital technology providers in

Institutions do what is right when it comes to 9 - Trust them a great deal
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Institutional trust was measured using four items, each demonstrating strong
standardised loadings ranging from 0.67 to 0.87, exceeding the commonly cited
minimum threshold of 0.50 (Cheung et al., 2024). The scale also meets the
recommended minimum reliability threshold a 2 0.70 (van Griethuijsen et al.,

2015), indicating acceptable internal consistency.

It is, however, important to situate these results within Singapore’s broader trust
context. Singapore is generally characterised as a high-trust society,
particularly with respect to government institutions. According to the Edelman
Trust Barometer (2024c), 77 per cent of Singaporeans report trusting the
government, substantially above the global average of 51 per cent. Consistent
with this broader context, 65 per cent of respondents in this study rated their
trust in the government between 7 and 9 on a nine-point scale, ranging from 1
(“Do not trust them at all”’) to 9 (“Trust them a great deal”). Trust levels were
lower for other actors: 50 per cent of respondents reported high trust in
technology providers; 42 per cent in non-governmental organisations; and 38
per cent in businesses in non-technology sectors. These differences highlight
the relatively higher levels of trust placed in government institutions compared

to other organisations in Singapore.

3. METHODS

Data were collected through an online survey administered to a panel-based
respondent database (see Appendix A). This approach enabled broad reach

and efficient recruitment across key demographic segments. To ensure data
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quality, an initial screening process was conducted to remove responses
displaying irregularities or internal inconsistencies. Following data cleaning,
1,008 valid responses were retained for analysis. The resulting sample closely
mirrors the demographic profile of Singapore’s population in terms of
citizenship, gender, race, age group, and housing type (see Figures A1 to A5
in Appendix A). However, the sample is skewed towards individuals with higher
educational attainment (see Figure A6 in Appendix A), reflecting the online

mode of administration.

Before model estimation, several steps were applied to improve data
consistency and accuracy. Missing values were imputed using mean
substitution, negatively worded items were reverse-coded for consistency, and
all variables were standardised to align measurement scales across constructs.
These steps enhanced data comparability and prepared the dataset for

structural equation modelling (SEM).

3.1. Bivariate Relationships

Prior to estimating the SEM, bivariate correlations were examined between
each mechanical and relational dimension and institutional trust (see Table 5).
Most mechanical dimensions demonstrated positive and statistically significant
correlations with institutional trust. Several relational traits were also correlated
at the bivariate level. These results suggest that multiple dimensions are

associated with institutional trust when considered independently.
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Table 5: Bivariate Correlations with Trust in Institutions

Dimension r
Cybersecurity 461***
Safety DE7e
Privacy 020

Transparency 487
Reliability 463+
Fairness .360***
Redressability 462**
Digital Literacy 3E3*H
Experiences in Using Technology 37Q*r*

Note: n=1,008. ***p <.001. Constructs retained in the final SEM model include cybersecurity,
transparency, reliability, fairness, redressability and digital literacy. All other inter-construct
correlations are available on request.

While several dimensions demonstrate positive bivariate associations with
institutional trust, only a subset retains independent explanatory power when

entered simultaneously into the structural model.

3.2. Analysis

This study adopted an SEM approach, implemented using the Latent Variable

Analysis (lavaan) package in R version 4.5.1, alongside IBM SPSS Statistics

28 for preliminary data cleaning and descriptive analyses. Starting from the

conceptual model in Figure 3, an iterative modification process was undertaken

to improve model fit while maintaining theoretical coherence. Through

systematic adjustments, latent constructs exhibiting high intercorrelations were
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combined where theoretically justified, and observed variables with low factor
loadings were removed to enhance measurement validity. These refinements

were made incrementally to preserve the conceptual integrity of the model.

When entered simultaneously into the structural model, only cybersecurity,
fairness, transparency, reliability, redressability and digital literacy retained
significant predictive power. This indicates that while several dimensions
correlate with institutional trust at the bivariate level, only a subset exerts
independent explanatory influence once shared variance across constructs is

accounted for.

The final set of constructs used in the refined SEM model is presented in Table
6. This refined model served as the foundation for subsequent analysis and

interpretation.

Table 6: Latent Variables Included in the Final SEM Model

Enc_logenous Exploratory variables Estimate
variable
Trust in CFTRR = Cybersecurity + Fairness + 0.442
Institutions Transparency + Reliability + Redressability

Digital Literacy 0.314

4, RESULTS

Results from the SEM indicated good overall model fit, suggesting that the
simplified model (see Figure 4) provides a parsimonious representation of the

data. The comparative fit indices? (CFl = 0.970; TLI = 0.966) exceeded

2 The Comparative Fit Index (CFl) and Tucker—Lewis Index (TLI) assess how well the specified model
fits the observed data relative to a baseline model, with values above 0.95 generally indicating good fit.
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conventional thresholds for good fit, while the root mean square error of
approximation value of 0.039 (90% Cl = 0.034-0.044) and standardised
root mean square residual of 0.030 indicate close approximation to the
observed covariance structure.® Taken together, these indices suggest that the
model captures the underlying relationships among the constructs adequately.
Additionally, the predictors accounted for approximately 45.6 per cent of the
variance in institutional trust, indicating that the model explains a meaningful

proportion of observed variation in trust outcomes.

Figure 4: Final SEM Model

Current validated model of Digital Trust Model R-squared = 0.456
Model accounts for 45.6% of the
variation in trust in institutions

Cybersecurity +
Mechanical Reliability +

dimensions that T +
organisations ransparency 0.442

have control Fairness +

over Redressability \ Trust in Institutions

Trust in institutions to do what
is right... when it comes to

0.314 managing the introduction of
new digital technologies and
Key user trait . . innovations
thataffects  Digital Literacy
digital trust
formation

Within the structural model, both CFTRR and digital literacy were significant
predictors of institutional trust. CFTRR emerged as the stronger predictor, with

a standardised coefficient of 0.442 (p < .001).

3 The root mean square error of approximation estimates how closely the model approximates the
population covariance structure per degree of freedom; values below 0.05 indicate close fit. The
standardised root mean square residual reflects the average discrepancy between observed and
predicted correlations, with values below 0.08 considered acceptable.
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This result suggests that individuals who perceive digital systems as
secure, reliable, transparent, fair and supported by effective channels for
redress tend to report higher levels of trust in the institutions operating
those systems. Digital literacy also exhibited a positive association with
institutional trust, with a standardised coefficient of 0.314 (p < .001). This
suggests that individuals with greater digital competence and
understanding of online systems are more likely to place confidence in
digital institutions, possibly because they feel better equipped to navigate,

evaluate and manage digital processes.

The two predictors, digital literacy and CFTRR, were moderately correlated (r
= 0.582), indicating that users with higher digital literacy also tend to perceive
digital systems as more trustworthy. Despite this association, each variable
contributed unique explanatory power to institutional trust, suggesting that
system-level qualities and user-level competencies are independently

associated with trust outcomes.

The mechanical dimensions of safety and privacy were not significant
predictors of institutional trust. Similarly, the relational dimensions of
demographic factors, experience using technology, strength of ties in digital
network relationships and shared community values did not have a significant
effect on institutional trust. However, this does not mean that these factors were
not important, but that taken together, they were weaker than CFTRR and
digital literacy in predicting one’s trust in the institutions which provide the

product and/or service.
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5. DISCUSSION

All'in all, the findings suggest that trust in digital institutions is shaped primarily
by perceptions of system integrity and by individuals’ digital capabilities. The
dominant role of CFTRR underscores the importance of designing and
maintaining digital systems that are secure, transparent, procedurally fair and
reliable. When individuals believe that systems protect their data, operate
consistently, and offer avenues for redress, they are more likely to trust the
institutions responsible for them. This highlights the central role of system

design and governance practices in shaping public trust.

These findings are broadly consistent with definitions of digital trust proposed
by major consultancy firms, as discussed in our earlier working paper. These
definitions primarily emphasised dimensions such as cybersecurity,
transparency and user confidence in digital platforms. Consistent with these
definitions, the present study demonstrates that dimensions such as
cybersecurity and transparency are important contributors to digital trust.
However, the results also extend beyond existing industry definitions. A key
contribution of this study is the identification of additional dimensions —
redressability and fairness — as significant predictors of trust. These findings
suggest that digital trust extends beyond technical safeguards to include users’

expectations of fair treatment and meaningful avenues for recourse.

At the same time, the positive association between digital literacy and

institutional trust suggests that users’ ability to understand and navigate digital

environments contributes to their evaluations of institutional trustworthiness.
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Individuals with higher digital skills may feel more empowered and less
vulnerable when interacting with digital services, which may in turn fosters trust
(Hussain & Phulpoto, 2024). This finding points to the potential value of public
digital education initiatives, as efforts to improve digital literacy may indirectly

support institutional legitimacy and confidence.

Overall, the results indicate that both system qualities and user competencies
work in tandem to shape trust in digital institutions. The model’s fit and
explanatory power reinforce the importance of these factors in understanding
how individuals evaluate and place trust in institutions that provide digital
services. This study also provides empirical validation for the conceptual
framework presented previously in Figure 3. This empirical support strengthens
the framework’s utility as a foundation for future research and as a reference

point for policymakers seeking to monitor digital trust at a national level.

Several limitations should be noted. First, the data were collected through an
online, panel-based sample. While this approach enables efficient recruitment,
it may limit the generalisability. Future research could validate the model using

broader population samples.

Second, although the conceptual model demonstrates empirical support,
further testing is needed to assess its robustness. Developed and refined using
a single dataset, the model would benefit from replication across diverse

contexts to assess stability and wider applicability.
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Third, while this study draws on validated measures from prior literature, there
remain alternative ways to operationalise certain dimensions of digital trust. The
dimensions can be conceptualised through multiple lenses, and different item
formulations may yield richer or more nuanced insights. Further refinement and
experimentation in operationalisation could help ensure that each dimension is

captured with greater precision while retaining conceptual coherence.

5.1. Policy Implications

The findings of this study have implications for Singapore policymakers seeking

to foster institutional trust in an increasingly digital society.

First, the findings suggest that digital trust could be considered as a Smart
Nation indicator. Incorporating the validated digital trust conceptual model into
national measurement frameworks could enable policymakers to monitor public
confidence in institutions systematically and over time. Such an indicator would
allow government agencies to detect changes in digital trust and identify areas
where trust may be weakening. This could support the design of more targeted
responses where necessary. Further research would also be needed to validate
additional dimensions of digital trust before their integration into national
frameworks. Expanding measurement beyond the current set of indicators
could offer more comprehensive guidance for responsible innovation and

institutional accountability.

Second, the findings underscore the importance of digital literacy. The

government, through the Infocomm Media Development Authority’s Digital for
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Life movement and National Library Board’s S.U.R.E campaign, has ramped
up efforts in public education to strengthen people’s ability to navigate the

online space competently, safely and responsibly.

Consistent with extant literature on digital literacy (Akello, 2024; Hargittai et al.,
2019; Mancino, 2023), the descriptive analysis indicates that digital literacy
levels vary by age and educational attainment, with younger and more highly
educated respondents reporting higher literacy scores. These patterns suggest
potential value in tiered digital literacy approaches tailored to different
proficiency levels. Entry-level modules could equip individuals with foundational
skills in digital safety and privacy management. Intermediate content should
focus on evaluating digital information and detecting misinformation. At the
advanced level, digital literacy programmes should promote algorithmic
awareness, data rights education, and critical evaluation of digital platforms and
institutional content. Such a graduated structure may help support public

resilience and informed trust.

Third, the significant association between CFTRR and institutional trust
highlights the value of investments in transparency, accountability, and user
support systems. Governments and institutions should prioritise ensuring that
privacy policies are clear and accessible and that users are well-informed about
how data is collected and used. They could also consider establishing visible
and reliable support services through which individuals can raise concerns and

obtain redress. Strengthening responsive communication channels and
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providing timely, transparent updates on data practices and safeguards may

further enhance user confidence in digital systems.

6. CONCLUSION

As digital systems become more deeply embedded in institutional operations,
trust is no longer a peripheral concern. It has become a strategic consideration,
shaping social cohesion, economic participation and governance legitimacy. In
this context, establishing a reliable framework to measure digital trust has
become increasingly important. This working paper addresses this challenge

by providing an empirically validated framework for measuring digital trust.

The findings also underscore the role of digital literacy in shaping how
individuals across diverse backgrounds navigate digital systems. Greater
understanding of digital processes and risk assessment can reduce

vulnerability and support trust in digital systems.

At the same time, safeguards such as robust cybersecurity measures, reliable
system performance and clear accountability structures help protect users from
harm while signalling institutional competence and responsibility. Enhancing
transparency complements these efforts by enabling users to understand how
digital systems operate, how decisions are made, and how data is collected

and used.

Together, these findings point to a digital environment in which trust is shaped

by both sound system design and user capabilities. By providing tools to assess
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digital trust empirically, the validated framework offers a basis for future

research and for policy discussion on trust in institutions.
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APPENDICES

Appendix A: Methodology

The survey data was collected by IPS Social Lab online panel. Only Singapore
Citizens and Permanent Residents aged 21 years and above were eligible to
participate in the online survey. The self-administered survey was available in

English only. The fieldwork took place from October to November 2024.

Figure A1: Representation by Citizenship

IPS Survey 13.1%

SG Resident Population 2024 13.0%

m Singapore Citizen Singapore Permanent Resident
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Figure A2: Representation by Gender

IPS Survey 50.8%

SG Resident Population 2024 51.9%

mMale © Female

Figure A3: Representation by Race
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Figure A4: Representation by Age

IPS Survey 29.6% 39.0%

SG Resident Population 2024 23.1% 36.8%

mAge 21to 34 Age 35t0 54 m Age above 54

Figure A5: Representation by Housing

IPS Survey 24.0% 30.7% 22.1% 0.2%
SG Resident Population 2024 18.0% 32.5% 22.8%
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Figure A6: Representation by Education Attainment
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